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We re aIways here to help you

SOLACIA ensures trust and confidence in user experience
by making digital interactions secure and convenient.
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1) TEE Overview (1/2)

e The World Best Mobile Platform Provider
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1) TEE Overview (2/2)

e The World Best Mobile Platform Provider

J TEE = Trusted Execution Environment

— Trustzone H/W £ 0|23} 0] 78+ Operating System0f| S 2O 2 AZ| =l A
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« TEE= user interface, memory, video /
GlobalPlatform
TEE Functional AP audio h/w, crypto accelerators0f &

GlobalPlatform TEE Client API = L
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Environment Functions
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2) Use Case(1)

Premium Content Protection

* DRM (Digital Rights Management)O| L} C}= Content Protection &2& M =0| TEE 7| =
* Content Protection= ®ISt TEE | ==

- Secure Playback, Secure Data pathOl CHoll TEE D= & &

- Software CAS (Conditional Access System)

- encryption / decryption key= 2|t Secure Storage

Smartphone Set-Top Box

Media Content

Tablets

e The World Best Mobile Platform Provider
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2) Use Case(2)

o The World Best Mobile Platform Provider
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2) Use Case(3)

e The World Best Mobile Platform Provider

Secure Input
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2) Use Case(4)

e The World Best Mobile Platform Provider

BYOD(Bring Your Own Device)
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Samsung KnBx

A New Solution for Work and Play
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3) Secure Elements (1)

O USIM, Mobile TPM, TEE= 2
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4) Secure Elements (2)

e The World Best Mobile Platform Provider
O “Simplified” Mobile Security 7+ =

Embedded
Secure Element

< > SE
Chip & e

SMARTPHONE
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1) FIDOg}e| ZHt (1/2)

e The World Best Mobile Platform Provider

L FIDO (Fast IDentity Online) Alliance

ONLINE AUTH REQUEST LOCAL DEVICE AUTH SUCCESS

PASSWORDLESS EXPERIENCE (UAF Standards)

Transaction
Detail

N

—..\ — ' o h
X
Login & %rt Dongle, Press Done

Password button
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1) FIDOR}C| At (2/2)
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e The World Best Mobile Platform Provider
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2) HCE, TEE and Cloud SE

e The World Best Mobile Platform Provider

 HCE (Host Card Emulation) + TEE : Trusted ApplicationO| O}X| Java card AppletX & =&t

 Cloud SEOI Al Hl&E0t= Token2 SH CHNGHH 23S0t IGIH TEE ) =2 & 2
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-e The World Best Mobile Platform Provider

Rule the
trusted world

Presented by
Mobile Security Division: baek@sola-cia.com
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